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KomnbrorepHbie BUPYChI

KomnploTepHblii BUPYC - 3TO PAa3HOBHJIHOCTb KOMIBIOTEPHBIX MPOrpamM, OTIUYUTEIbHOU
0COOEHHOCTBIO KOTOPOM SBJISIETCS CLIOCOOHOCTh K Pa3MHOKEHHIO. B JJ0noIHEHHE K ATOMY, BUPYCHI MOT'YT
MOBPEINUTh WIIM TIOJHOCTBIO YHHUYTOXHTH Bce (ailfibl W JAaHHBIE, TOAKOHTPOJIBHBIE MOJIB30BATENIO0, OT
MMEHM KOTOpOro OblIa 3aIlyllieHa 3apakeHHas MporpaMma, a Takke IMOBPEIUTh WM JJa)Ke YHUUYTOXKUTh
OTIEPALMOHHYIO CHCTEMY CO BceMH (aitlamMu B 1eioM. B OGOJBIIMHCTBE CIydyaeB PacHpOCTPaHSIOTCS
BHUPYCHI Y€PE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX MMPOrpamMm:

1. HCHOHB?»Yﬁ COBPCMCHHBIC OIICPALIMOHHBIC CUCTCMbI, UMCIOIIIUC CepBGBHHﬁ YPOBCHb 3allIUTBI OT
BpPCOAOHOCHBIX ITPOIrpaMm;

2. IlocrosHHO ycraHaBiauBail mnautd (UMQPOBBIE 3alVIaTKU, KOTOpPbHIE aBTOMATHUYECKU
YCTAQHaBJIMBAIOTCSA C LENbIO JOpaOOTKM IpOrpamMMbl) U JApyrvue OOHOBIIEHHMS CBOEH OIepanMoOHHON
cucrembl. CkauuBail MX TOJNBKO C odpuIMaIbHOrO caifta pazpaborunka OC. Eciau cymiecTByeT pexum
aBTOMATHUYECKOT0 OOHOBJICHUS, BKIIOUYH €T0;

3. Pabotaii Ha cBOeM KOMIIBIOTEpE IO MpaBaMy MOJIb30BATENS, a HE aJMUHUCTpATOpa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOTPaMM HMHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIBHOM
KOMITBIOTEPE;

4. Vcnonp3yil aHTUBHPYCHBIE TPOTpAaMMHBIE TMPOIYKTHl H3BECTHBIX MPOU3BOAMTENEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. OFpaHI/ILIL (1)I/I3I/I‘IGCKI/II71 JOCTYII K KOMIIBOTCPY AJIA TIOCTOPOHHUX JIUIL;

6. Mcnionb3yil BHELIHME HOCUTENIN HHPOPMALIMK, TaKKe Kak (hielka, TMcK Win ¢ailia u3 MHTepHeTa,
TOJIBKO U3 ITPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBaii KOMIIbIOTEPHBIE (Pailiibl, IOTYYEHHbIE U3 HEHAIS)KHBIX HICTOUHUKOB. J{axke Te (ailibl,
KOTOpBbIE MpHCIall TBON 3HaKOMBbIH. JlydIie yTouHu y Hero, OTIPABIIsI JIM OH TeOe UX.

Cerun WI-FI

Wi-Fi - 370 He BUI epeiaun TaHHBIX, HE TEXHOJIOTHS, & BCETo JIMIIbL Open 1, Mapka. Eme B 1991 roxy
HUJIepIIaH/CcKasg KoMmmaHus 3apeructpupoBasia Openn "WECA", uyto 0003Hauano CloBOCOYETaHUE
"Wireless Fidelity", kotopblil nepeBoauTcs Kak "GecrpoBoHas TOYHOCTH'.

Jlo Haiiero BpeMeHu Jouuia apyras abopeBuaTypa, KoTopas sSBJISETCs TaKOH jke TEXHOJIOTHEeH. DTo
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO 1aHO C HAMEKOM Ha CTaHJApPT BbICIIEH 3BYKOBOM TEXHHUKH
Hi-Fi, uro B mepeBoie 03HavaeT "BbICOKAst TOYHOCTD".

Ja, OecruiaTHBIi WHTEpPHET-IOCTYNn B Kade, OTemsx U adpomopTrax SBISETCS OTIUYHON
BO3MOYXHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE 3KCIIEPTHI CYUTAIOT, uTo obmenoctymnubie Wi-Fi cetn He
SIBJISTFOTCST O€30MaCHBIMU.

CoBertsl 10 O€30MacHOCTH paboThI B 00MIeN0CTYIHBIX ceTsix Wi-fi:
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1. He nepenasaii cBoto muHyr0 nHpopmanuto depes odmenocrynabie Wi-Fi cetn. Paboras B HUX,
JKCJIATCJIbHO HC BBOJAUTD MMAPOJIM JOCTYIIA, IOTMHBI U KAKUC-TO HOMCPA,

2. Wcnonb3yil 1 0OHOBIISIM aHTUBUPYCHBIE IPOrpaMMBbl U OpanaMayep. Tem cambIM Tl 00€3011aCHILb
ce0s OT 3aKayKu BUpPYcCa Ha TBOE YCTPOICTBO;

3. IIpu ucnonwszoBanuu Wi-Fi otkmoun ¢pynkumio "O0muii noctyn k daiinam u npunrepam". Jlannas
(GYHKIMS 3aKphITa MO YMOJIYaHHIO, OJHAKO HEKOTOPBIC IIOJIb30BATENN aKTHBHPYIOT e€e Uil yao0cTBa
MCIIOJIb30BaHUs B paboTe WK yueoe;

4. He ucnonp3yit nyonuunsii WI-FI mis mepenaun JUYHBIX JaHHBIX, HAPUMEDP IS BBIXOAA B
COLIMAJIbHBIEC CETH WU B DJIEKTPOHHYIO TOUTY;

5. Ucnonw3yit Tonbko 3amunienHoe coeauaenne yepe3 HTTPS, a ue HTTP, T.e. npu nHaGope BeO-
anpeca BBoau umeHHO "https://";

6. B moOunbHOM Tenedone otkimroun ¢(yakiuio "[loakmouenne k Wi-Fi aBromartuuecku". He
JOMyCKall aBTOMaTHYECKOTO MOJIKIIIOYEHUS YCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

ConmnajbHble ceTH

CornuanbHbIe CETH aKTUBHO BXOJIST B HaIIly )KU3Hb, MHOTHE JIFOJIU PAa0OTAIOT ¥ )KUBYT TaM ITOCTOSIHHO,
a B Facebook yke 3apeructpupoBaH MHJUTHAP YEJIOBEK, YTO SBISETCS OJHON CEAbMOW BCEX JKUTEICH
IJIaHeTbl. MHOTHE TOJh30BaTeNld HE MOHUMAIOT, YTO MHGOpMAIus, pa3MelleHHass MU B COLMATbHBIX
CEeTSX, MOXKET OBITh HalJIeHa W WCIIOIh30BaHA KEM YrOJHO, B TOM 4YHCIIe HE 00s3aTeIbHO C OJarumMu
HaMEPEHUSIMU.

OcHOBHBIE COBETHI 110 0€30MAaCHOCTH B COLIMANIBHBIX CETSIX:
1. Orpanuub crucok apy3eil. ¥ 1e0s B Apy3bsAX HE JOIKHO ObITh CIyJalHBIX U HE3HAKOMBIX JIFOJIEH;

2. 3ammiaid CBOIO 4YacTHYIO >KHM3Hb. He ykaspiBall mapoinu, TeneoHbl, ajapeca, AaTy TBOETo
POXIEHUS U IPYTYIO TMUHYI0 HHPOPMALUIO. 3II0YMBIIIEHHUKH MOTYT HCIIOIB30BAaTh J1axe HH(POpMaIUio
0 TOM, KaK Thl U TBOU POAUTCIIN IIJIAHUPYCTEC ITPOBECTU KAHUKYJIbI;

3. 3amuiai CBOIO pemyTaIuio - IEpKU €€ B YUCTOTE U 3a7aBail cebe BOmpoc: XOTel Obl Thl, YTOOBI
Jpyrue TOJb30BaTeNM BUIEIW, YTO Thl 3arpyxkaems? [logymail, mpexkiae 4eM 4YTO-TO OMyOIMKOBATh,
HaIUCaTh U 3aTrPY3UTh;

4. Eciu ToI roBopulib C JIFOAbMH, KOTOPBIX HEC 3HACHIb, HC HCHOHLSYﬁ CBOC pCAJIbHOC UM U JPYI'YIO
JINYHYIO I/IH(I)OpMaI_II/II/II nMs, MCCTO KHUTCJIILCTBA, MCCTO y‘-ICGBI " [IpoUuce;

5. U36eraii pazmenienust Gororpaduii B IaTeprere, rae Tl M300pa’keH Ha MECTHOCTH, TI0O KOTOPOM
MOHO OIPEAEIIUTh TBOE MECTOIOJIOKEHHE;

6. Ilpu perucrpanuu B COLUAIBHON CETH HEOOXOAMMO HCIIOJIb30BaTh CJIOKHBIE IAPOIIH, COCTOSIINE
13 OyKB ¥ IU(P U C KOJIUUYECTBOM 3HAKOB HE MEHee §;

7. JAnst COUMABHOM CETH, TOYTHI M IPYTUX CAUTOB HEOOXOJMMO UCIOIb30BaTh Pa3Hble Mapoiu. Toraa
eciy Te0s1 B3JIOMAIOT, TO 3JI0YMBIIIICHHUKH TOJIYYaT JOCTYI TOJBKO K OJHOMY MECTY, a HE BO BCE Cpasy.
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JIEKTPOHHbIE JeHbI'H

:‘)J'IGKTpOHHBIG JCHBI'H - 9TO OYCHb y,I[O6HBII>i croco0 HHaTe)I(CI;'I, OAHAKO CYIIECCTBYIOT MOIICHHUKH,
KOTOPBIC XOTAT MOJYYUTh 3TU ACHBI'U.

:‘)J'IGKTpOHHBIC JACHBI'M IIOABUJINCH COBCEM HCABHO U KMCHHO HM3-3a 5TOI'0 BO MHOTHUX rocyaapcrBax
A0 CUX IIOP HEC ITPOMUCAHO IMPO HUX B 3dKOHAX.

B Poccun xe oHu (YHKIMOHHMPYIOT M O HUX YX€ MPOMHCAHO B 3aKOHE, I/l UX pPa3AeisaioT Ha
HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHHUMHBbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
pasperaeTcss TPOBOJAUTH Omepanuu 0e3 WIACHTU(UKANUKA T0JIb30BaTeNNs, a B HE aAHOHHMMHBIX
UACHTU(UKAIUS TOJIH30BATENs SBISETCS 0053aTEIbHOM.

Taxoke cremyer pa3nndarh dJIEKTPOHHBIC (HATHBIC IEHBIU (PaBHBI TOCYAAPCTBEHHBIM BAIIOTaM) U
AJIEKTPOHHBIE HE (PMATHBIE IEHBI'M (HE paBHbI TOCYJAPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 110 OE30IIaCHOM pa60Te C DJICKTPOHHBIMU JACHbI'aMU:

1. IlpuBsxu K cueTy MOOMIIbHBIN TeneoH. DTO caMblil YAOOHBII U OBICTPBINA CIIOCO0 BOCCTAaHOBHUTH
nocTym K cuety. [IpuBs3aHHbBIN TeJIePOH TOMOXKET, €CITH 320y IeIIb CBOM TUIATEKHBIN TAPOITh HITH 3al ICIIb
Ha CalT C HE3HAKOMOT'0 YCTPOUCTBA;

2. Vcnonb3yii ogHOpa3oBeie maponu. [locie nmepexona Ha YCHUIICHHYIO aBTOPHU3AIMIO TeOE yKe He
OyJIeT yrpokaTh OMAaCHOCTh KPakul MJIM MepexBaTa IIaTeKHOTO MapoJis;

3. Boibepu crnoxubiii mapons. IIpecTymHukam OyJeT He MPOCTO yrajaTh CIOXKHBIA TapoJib.
HapnexHble nmaponu - 3To napoJiu, KOTOpbIe COAEPIKaT He MEHee 8 3HaKOB M BKJIIOYAIOT B c€0sl CTPOUHBIE U
MIPOMHUCHBIE OYKBBI, IIU(GPBI U HECKOJIBKO CUMBOJIOB, TAaKHE KaK 3HAK JoJuIapa, GyHTa, BOCKIUIATEIbHBIN
3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE J10BEPSIEILIb.

JJIeKTPOHHAA MOYTA

DJNIEKTPOHHAs MTOYTA - 3TO TEXHOJIOTHS U MPEJOCTABIIIEMbIE €10 YCIYTH O MEPEChUIKE U MOTYy4YEHUIO
AJIEKTPOHHBIX COOOIIEHUHN, KOTOPHIE PACIPENeNIIOTCS B KOMIBIOTEpHON ceTh. OOBIYHO AJIEKTPOHHBIN
MOYTOBBINA SIIIUK BBITJSIAAT CIACAYIOMIMM OOpa3oM: UMS TMOJb30BaTeNsA(@UMs_JoMeHa. Takxke Kpome
nepeaadn MpoCTOro TEKCTa, HMEETCSI BOZMOXKHOCTH TIEpe1aBaTh (haiiibl.

OcHOBHBIE COBETHI 110 6€30MacHOM paboTe C IMEKTPOHHOM MOUTOM:

1. Hayto BIOpaTh mpaBUIIbHBIN MOYTOBBIN cepBUC. B HHTEpHETE €CTh OTPOMHBIN BBIOOP OECIIIaTHBIX
MIOYTOBBIX CEPBUCOB, OJJHAKO JIyYIll€ JOBEPSATH TEM, KOTO 3HACIlIb, U KTO NIEPBBIN B PEUTHHTE;

2. He yxa3piBaili B JMyHOM mouTe MuHyro uHpopmanuioo. Hanpumep, nydme BbIOpaTh
"My3bIKadbHBIN _(haHaT@" uimu "pok2013" BMecTo "Temal3";

3. HWcnonp3yid ABYXATANHYIO aBTOPHU3AIMIO. DTO KOTJa MOMHUMO Mapojii HYKHO BBOJUTH KO[I,
MpUcChIIaeMbIi 10 SMS;
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4. BoiOepu CiOXHBIN mapoiib. {5 KakJI0ro MOYTOBOrO SIIIMKA JOKEH OBITh CBOM HAIECKHBIMN,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

5. Eciim ecTh BO3MOKHOCTh HAITHCATh CcaMOMYy CBOM JIMYHBIN BOIIPOC, I/ICHOHBS}/ﬁ 9Ty BO3MOXXHOCTBD,

6. Mcnonp3yil HECKOJIBKO TMOYTOBBIX AIMIMKOB. IIepBbIN 1Jisi 4aCTHOW TEPENUCKU C aJpecaTaMu,
KOTOPBIM THI IOBEpsICIIb. DTO 3JEKTPOHHBIN aipec He HAI0 UCIIOIB30BaTh IPH PETUCTpay Ha (hopymax
M caMTax;

7. He oTkpbIBaii ¢ailsibl ¥ Ipyrue BIOKEHUS B MUChMaX, JaXKe €CIM OHU HPUILTH OT TBOUX JAPY3EH.
Jlydie yTOYHM y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (haiiibr;

8. [locne okoHyaHUs pabOTHI Ha MOYTOBOM CEpPBUCE Tepe] 3aKPhITHEM BKIIAJIKU C CAaliTOM He 3a0y/b
Ha)kaTb Ha "Briitu".

KubepOy/uinHT Wi BUPTYaJibHOE H3/1€BaTEJIbCTBO

KubepOymauHr - mpecliejoBaHHE COOOUICHUSIMH, COIEpXKAIIUMU OCKOPOJICHHs, arpeccuro,
3alyruBaHNe; XyJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHHUE C IIOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI 110 60pBOE ¢ KNOEPOYTUHTOM:

1. He 6pocatics B 60ii. Jlydmnii crioco0: MOCOBETOBATHCS KaK ceOsl BECTU U, €CJIM HET TOTO, K KOMY
MOXHO O6paTI/ITI)C$I, TO BHA4YaJIC YCIIOKOHTHCA. Ecin 1B HauHenir oTBeYaTh OCKOp6J’I€HI/I5[MI/I Ha
OCKOpOJIEHUS, TO TOJBKO e11ie O0JbIIIe Pa30XkKelb KOHDIUKT;

2. YopaBinsaii cBoel kubeppenyranuei;

3. AHOHUMHOCTb B ceTH MHUMAas. CyIlIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a aHOHHUMHBIM
AKKayHTOM;

4. He crtouT BecTH XyJauraHcKuil oOpa3 BHUpTyanbHOH >ku3HU. MHTepHeT (uxcupyer Bce TBOM
NENCTBUS U COXpaHsET UX. Y JaIUTh UX OyJaeT KpaiHe 3aTpyJHUTENbHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHbli HeraTuB. OIHOPa30Bble OCKOPOUTENbHBIE COOOLICHUS JydIle
urHopupoBaTh. OObIUHO arpeccus MpeKpallaeTcsl Ha Ha4yaJlbHOM CTauu;

7. ban arpeccopa. B nporpaMmmax 00MeHa MIHOBEHHBIMH COO6H_ICHI/I$IMI/I, B COIIMAJIBHBIX CCTAX €CTh
BO3MOXHOCTb 6J'IOKI/IpOBKI/I OTIIPpaBKU COOGH.[CHPIIZ C OIMPECACIICHHBIX aAPCCOB;

8. Ecom T cBuperens kuOepOyminHra. TBOW JEHCTBUSA: BBICTYNUTH NMPOTUB TpeCieoBaTels,
MOKa3aThb €My, 4YTO €ro JCHCTBHS OILIEHUBAKOTCS HETaTHUBHO, MOJJIEPKATh >KEPTBY, KOTOPOM HY)KHA
MICUXOJIOTHYECKast TOMOIIb, COOOITUTH B3POCIBIM O (PaKTe arpecCUBHOTO TIOBEICHUS B CETH.

MoounbHbIi TeaedoH

CoBpemenHble cMapTHOHBI U IJIAHIIETHI COAEPKAT B ce0e BIIOJIHE B3POCIbIM (PyHKIIMOHAT, U TENeph
OHH MOTYT KOHKYPUPOBATh CO CTAIMOHAPHBIMH KOMIIbIoTepamMu. OTHAKO, CPEICTB 3aIUTHI JIJIs TOT00HBIX
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YCTPOMCTB OKA OY€Hb MaJI0. TeCTUPOBaHKE U MOUCK YA3BUMOCTEN B HUX TPOUCXOJIUT HE TAK HHTEHCUBHO,
kak juist [IK, To sxe camoe kacaercs 1 MOOWIJIbHBIX TIPUIIOKEHUH.

CoBpemeHHble MOOWJIbHBIE Opay3epbl ykKe MPaKTHUYECKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacirpenue (pyHKIHOHaIa BieueT 3a 000 OOJBIIYIO CI0XKHOCTh U MEHBIIIYIO 3alUIIEHHOCTD.

Jlanexo He Bce MPOU3BOAMTENH BBITYCKAaOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHUECKHUE YSI3BUMOCTH
U1l CBOUX YCTPOUCTB.

OcHoBHBIE COBETHI JIsl 0€30MacHOCTH MOOUITBHOTO TenedoHa:

Hwudero He siBisieTcst mo-HacTosimeMy OecruiaTHeIM. bynib 0cToposkeH, Beib KoTJa Tede mpeiararoT
OecruraTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCITYTH;

Jymaii, npexne yem otnpaButb SMS, ¢boto unm Buaeo. Thl TOYHO 3HaElIb, e OHH OYAYT B
KOHEYHOM HUtTore?

HCO6XO,I[I/IMO OOHOBIIATE OIICPAalMOHHYIO CUCTEMY TBOCTO CMapT(I)OHa;
I/ICHOHBBYﬁ AHTHUBUPYCHBIC ITPOIrPAMMBbI JJId MOOHIBHBIX TCJ'IGCI)OHOB;

He 3arpyxaii npuaoxeHus: OT HEU3BECTHOTO MCTOYHHKA, BElb OHH MOT'YT COJCPIKATh BPEAOHOCHOE
porpaMMHOe oOecrieueHue;

[Tocie Toro kak Thl BBIAJCIIL C CaiiTa, TJe BBOAMJ JIUYHYIO HH(GOpPMAIIHMIO, 32l B HACTPOHKH
Opaysepa u ynanu cookies;

[Tepuoanuecku mpoBepsii, KaKKUe IUIATHBIE YCIIYTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;
JlaBaii cBoif HOMep MOOMIIBHOTO TeNle(hOHa TOJIBKO JIFO/ISIM, KOTOPBIX Thl 3HACIIb U KOMY JI0BEpSIEIlIb;

Bluetooth gomken ObITh BBIKIIIOUEH, KOT/Ia Thl UM He MoJib3yelbesi. He 3a0biBaii nHOTAA MTPOBEPATH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBl - 3TO KPAacOYHbIE, 3aXBATHIBAIOLIUE Pa3BICUEHUS, OOBEIUHSIONINE
COTHH THICSY YEJIOBEK 10 BceMy MUpPY. Irpoku McClenyroT JaHHBIH UM MHUp, OOIIAIOTCS APYT C IPYTOM,
BBITIOJHSIOT 3aJlaHUs, CPa)XarOTCsl C MOHCTPAMM M TOJYYalOT OMBIT. 3a YJOBOJBCTBHE OHHU ILIATAT:
MOKYNAIOT TUCK, OIUIAYMBAIOT aOOHEMEHT UJIM MPHOOPETAIOT KaKUEe-TO OILIUH.

Bce a1tu cpenctBa uayT Ha MoAJep)KaHWE M Pa3BUTUE WIPHI, a TaKKe Ha caMy O€30MacHOCTh:
COBEpIICHCTBYIOTCS CHCTEMbl aBTOPH3AllMM, BBIMYCKAIOTCS HOBBIE MHaTuu (UM(pOBBIE 3aIUIATKH I
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO)I06HI)IX HUIrpax CTOUT OIlacaTbCd HE CTOJIBKO CBOMX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO IapoJii,
Ha KOTOPOM OCHOBAaHa CUCTCMaA aBTOpHU3allUA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 10 OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu apyroii urpok BeAeT ce0sl TUI0X0 WITH CO37aeT Te0e HEMPUITHOCTH, 3a0JIOKHPYH €T0 B CITUCKE
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HUI'POKOB;

2. lloxamyiica agMUHHCTpaTOpaM MWIPbl Ha IUIOXOE IIOBEJIEHUE 3TOr0 MIPOKa, JKENATEIbHO
IIPWIOKUTh KaKHE-TO J10Ka3aTeIbCTBA B BU/I€ CKPUHOB;

3. He yka3biBaii tnunyro uHdopmaiyio B mpodaiiie urpsl;
4. YBaxkall Ipyrux y4acTHHUKOB I10 UTPE;

5. He ycranaBnuBaii HeoUIIUATBHBIE TIATYU ¥ MOJIBL;

6. Mcnonp3yil clioKHbIE U pa3Hble apoJy;

7. I[a;xe BO BPEM:A UT'PbI HE CTOUT OTKJIFOYATh aHTUBUPYC. IToka Tb1 HUrpaciib, TBOM KOMIIBKOTEP MOT'YT
3apa3nuTh.

@OUINUHT WIH Kpaika JIMYHbIX JAHHbIX

OOBIYHON KpaXKei JeHer W JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAHMBHINb, HO C Pa3BUTHEM
WHTCPHET-TEXHOJIOTHI 3JI0YMBIIUICHHUKA TIEPEMECTUIINCh B HMHTEPHET, W IPOJODKAIOT 3aHHUMATHCS
"MrOOUMBIM" JETOM.

Tak mosiBuIIach HOBasi yrpo3a: WHTEPHET-MOLICHHUYECTBA MM (DUILHMHT, TJaBHAS LENb KOTOPOTO
COCTOUT B IOJIy4€HUH KOH(UICHIIMAIBHBIX JaHHBIX [T0JIb30BaTese! - TOTHHOB U napoJjei. Ha anriauiickom
s3bike phishing ynTtaercs kak ¢pummHr (ot fishing - pei6Hast noBis, password - maposs).

OcHOBHBIE COBETHI IO 60pbOE ¢ YUITMHTOM:

1. Cnenn 3a cBOMM aKkKayHTOM. Eciu THI MOAO3peBaciib, YTO TBOS aHKETa ObLIa B3JIOMaHa, TO
HE00X0MMO 3a0JIOKHPOBATH €€ U COOOIIUTH aIMUHUCTPATOPaM pecypca 00 ITOM KaKk MOXHO CKOPEe;

2. I/ICHOHBSYﬁ Oe30ImacHbIe Be6-caflTH, B TOM YHUCJIC, MTHTCPHCT-MAlra3MHOB U ITIOUCKOBBIX CUCTCM;

3. Hcnone3yil croxHble M pa3Hble naponud. Takum oOpa3oM, eciau TeOs B3JIOMAlOT, TO
3JI0YMBIIUIEHHUKY MOJIYyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu TeOs B3IOManu, TO HE00X0AUMO IPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE 100aBJIEHBI
y Te0sl B ApY3bsIX, O TOM, YTO T€Osl B3JIOMaIM U, BO3MOXHO, OT TBOETO UMEHU OYyJET pacchlIaThCs CliaM U
CCBUIKM Ha (DPUIIIMHIOBbBIE CAUTHI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHe maposisd B Opaysepe;

7. He oTkpbiBail (haiinel u Ipyrue BIOKEHHs B MUCbMaX, J1aXKe €ClId OHHM MPULIUIA OT TBOUX JpY3eH.
Jlydie yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (paiiibl.
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<Mucemo> MunHobpHayku Poccum ot 14.05.2018 N 08-1184 il K M
"O HanpaBReHMM MHhOPMALKA" OKYMeHT npepgocTtasneH KoHcynbTaHTl Inoc

(BmecTe ¢ "MeToanyecknMy pekomeHgaumusamum o... Hata coxpatetus: 18.06.2018

O nopraJue

CeTeBUYOK.p( - TBOM IJIaBHBIM COBETYUK B CETH. 3]IECH ThI
MOXEIIIb y3HaTh O OE30MaCHOCTM B CETHU IIOHSITHBIM H
NOCTYIHBIM $I3bIKOM, @ TP BO3HUKHOBEHHUM KPUTHUYECKOU
CUTyalluu 00OPaTUTHCA 32 COBETOM. A TaK>K€ MPUHATH y4acTHE B
KOHKYpCaX M CTaTh CaMbIM IIU(PPOBBIM I'PaKIaHUHOM!
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